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(cc) Word processing system. A com-
bination of equipment employing auto-
mated technology, systematic proce-
dures, and trained personnel for the
primary purpose of manipulating
human thoughts and verbal or written
communications into a form suitable
to the originator.

§ 317.4 Policy.
It is DCAA policy that personnel will

comply with the DCAA Privacy Pro-
gram and the Privacy Act of 1974.
Strict adherence is necessary to ensure
uniformity in the implementation of
the DCAA Privacy Program and create
conditions that will foster public trust.
It is also agency policy to safeguard
personal information contained in any
system of records maintained by DCAA
organizational elements and to make
that information available to the indi-
vidual to whom it pertains to the maxi-
mum extent practicable. DCAA policy
specifically requires that DCAA organi-
zational elements:

(a) Collect, maintain, use, and dis-
seminate personal information only
when it is relevant and necessary to
achieve a purpose required by statute
or Executive Order.

(b) Collect personal information di-
rectly from the individuals to whom it
pertains to the greatest extent prac-
tical.

(c) Inform individuals who are asked
to supply personal information for in-
clusion in any system of records:

(1) The authority for the solicitation.
(2) Whether furnishing the informa-

tion is mandatory or voluntary.
(3) The intended uses of the informa-

tion.
(4) The routine disclosures of the in-

formation that may be made outside of
Department of Defense; and

(5) The effect on the individual of not
providing all or any part of the re-
quested information.

(d) Ensure that records used in mak-
ing determinations about individuals
and those containing personal informa-
tion are accurate, relevant, timely, and
complete for the purposes for which
they are being maintained before mak-
ing them available to any recipients
outside of Department of Defense,
other than a Federal agency, unless the

disclosure is made under DCAA Regula-
tion 5410.10, DCAA Freedom of Infor-
mation Act Program (32 CFR part 290).

(e) Keep no record that describes how
individuals exercise their rights guar-
anteed by the First Amendment to the
U.S. Constitution, unless expressly au-
thorized by statute or by the individual
to whom the records pertain or is perti-
nent to and within the scope of an au-
thorized law enforcement activity.

(f) Notify individuals whenever
records pertaining to them are made
available under compulsory legal proc-
esses, if such process is a matter of
public record.

(g) Establish safeguards to ensure the
security of personal information and to
protect this information from threats
or hazards that might result in sub-
stantial harm, embarrassment, incon-
venience, or unfairness to the individ-
ual.

(h) Establish rules of conduct for
DCAA personnel involved in the design,
development, operation, or mainte-
nance of any system of records and
train them in these rules of conduct.

(i) Assist individuals in determining
what records pertaining to them are
being collected, maintained, used, or
disseminated.

(j) Permit individual access to the in-
formation pertaining to them main-
tained in any system of records, and to
correct or amend that information, un-
less an exemption for the system has
been properly established for an impor-
tant public purpose.

(k) Provide, on request, an account-
ing of all disclosures of the informa-
tion pertaining to them except when
disclosures are made:

(1) To DoD personnel in the course of
their official duties.

(2) Under 32 CFR part 290; and
(3) To another agency or to an instru-

mentality of any governmental juris-
diction within or under control of the
United States conducting law enforce-
ment activities authorized by law.

(l) Advise individuals on their rights
to appeal any refusal to grant access to
or amend any record pertaining to
them, and file a statement of disagree-
ment with the record in the event
amendment is refused.

VerDate 25<JUN>98 10:55 Jul 30, 1998 Jkt 179122 PO 00000 Frm 00820 Fmt 8010 Sfmt 8010 Y:\SGML\179122T.XXX pfrm02 PsN: 179122T


